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DISINFORMATION ABOUT THE ISRAEL HAMAS WAR
SIGNIFICANTLY DECREASES, WHILE DISINFORMATION
ABOUT THE EU, CLIMATE CHANGE, UKRAINE AND

MIGRANTS GROWS

The 34 organizations™ part of the EDMO fact-checking network that contributed to
this brief published a total of 1.416 fact-checking articles in December 2023. Out

of these articles, 158 (11%) focused on the conflict between Israel and Hamas;

139 (10%) on climate change-related disinformation; 116 (8%) on Ukraine-related
disinformation; 108 (8%) on disinformation related to the EU; 89 (6%) on COVID-19-
related disinformation; 81 (6%) on disinformation related to immigration; and 20 (1%)
on disinformation about LGBTQ+ and gender issues.

The percentage of disinformation about the crisis in the Middle East significantly
drops for the second month in a row. It went from 36% in October to 24% in
November, and to 11% in December, most likely as a consequence of the
“normalization” of the crisis-situation in the news cycle and in the public perception.

Disinformation about climate change doubled over the past month, from 5% in
November to 10% in December. The same happened over two months for EU-
related disinformation, going from 4% in October to 8% in December. The share of
disinformation about the war in Ukraine and migrants increased by a few points.
Other main disinformation topics monitored remained mostly stable.
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* Organizations that contributed to this brief: 15Min, AFP, Correctiv, Delfi, Demagog.cz, Demagog.pl, Demagog.sk, DPA,

Eesti Pdevaleht, EFE Verifica, Ellinika Hoaxes, Eurocomunicare, Fact Check Cyprus, Factcheck Vlaanderen, FactReview,
Faktisk, FranceTV, Funky, Greece Fact Checking, Kéllkritikbyran, Knack, Lakmusz, Maldita, Medizin transparent, Newtral,
Nieuwscheckers, Ostro, PagellaPolitica/Facta, Poligrafo, Re:Baltica, The Journal Fact-Check, TjekDet, Verifica RTVE, Verificat
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DISINFORMATION SPREAD THE FALSE ALARM THAT
“CHRISTMAS"” AND RELATED TRADITIONS ARE UNDER
ATTACK IN EUROPE

In December the fact-checking organizations of the EDMO network detected
many false stories about alleged attacks against Christmas.

One of the most viral false stories in the EU (see slide n. 6) is the one about the
European Commission prohibiting the use of the term “Christmas”. This story
circulated also in previous years, but gained traction again during the recent

holiday season.

Other local stories conveyed a similar narrative:

- In France, an Al-generated deepfake video portraying president Emmanuel
Macron announcing that Christmas will no longer be a public holiday;

- In Hungary a false story about an alleged decision by the municipality of Berlin
was detected, banning Christmas carols at Christmas markets in the city —
according to various users, the decision was supposedly taken to avoid hurting
the sensitivity of non-christian migrants;

- In Ireland, Dublin City Council was falsely accused to have renamed the city
initiative ‘Winter Lights’ to avoid mentioning Christmas, again — according to
many public posts online — to avoid offending non-christians.



https://edmo.eu/wp-content/uploads/2022/01/Seventh_Fact-Checking_Report_Jan_2022_H.pdf#page=6
https://factuel.afp.com/doc.afp.com.346L4CB
https://tenykerdes.afp.com/doc.afp.com.347U4GR
https://www.thejournal.ie/winter-lights-christmas-dcc-dublin-city-council-name-twitter-charlie-flanagan-6257463-Dec2023/
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DISINFORMATION ABOUT ELECTRIC VEHICLES
AND CLIMATE CHANGE

The cold season brought a new wave of false content about alleged poor
performances by electric vehicles.

Those vehicles have been generally, and wrongly, accused of producing more
emissions or of being more flammable than the ones with internal combustion
engines. Now the main disinformation narrative conveys the accusation of

performing poorly in a cold environment.

One of the most viral false content detected in December in Europe (see slide n.6)
IS in fact an image of cars blocked in the snow. According to the captions, these
are electric cars in Germany whose batteries stopped functioning because of the
cold and thus created a traffic jam. But it is false.

More in general, news about cold weather in different parts of Europe has been
used by deniers to push the narrative that climate change is a hoax,
and traditional media are spreading baseless panic about it.

VIRAL SCAM ON SOCIAL MEDIA EXPLOITS a\
PUBLIC FIGURES WITH DEEPFAKE g&

In many EU countries a specific kind of scam which was already detected in the
previous months went viral in December on different social media platforms: the
iImage of celebrities was used without their consent to promote fraudulent financial
products, often using deepfake technologies and Al to create false videos.

The list of public figures exploited by the scam goes from paliticians (including
current or former prime ministers, like Giorgia Meloni and Andrej Babis) to singers,
journalists and actors.

In different countries scams about false Christmas promotions also went viral in
December.



https://climatefeedback.org/claimreview/claim-that-electric-vehicles-cause-more-carbon-emissions-than-diesel-misrepresents-reality/
https://climatefeedback.org/claimreview/claim-that-electric-vehicles-cause-more-carbon-emissions-than-diesel-misrepresents-reality/
https://pagellapolitica.it/articoli/incidente-mestre-autobus-elettrico-rischi-incendio
https://www.tjekdet.dk/faktatjek/elbiler-kan-godt-holde-varmen-i-en-tre-timer-lang-koe-i-snestorm
https://maldita.es/clima/20231205/record-temperatura-minima-europa-2023/
https://epl.delfi.ee/artikkel/120256606/faktikontroll-vaidetavalt-dubai-kliimakonverentsile-suunduv-lennuk-ei-jaanud-munchenis-lume-alla
https://epl.delfi.ee/artikkel/120256606/faktikontroll-vaidetavalt-dubai-kliimakonverentsile-suunduv-lennuk-ei-jaanud-munchenis-lume-alla
https://www.faktisk.no/artikler/j1d1g/sprengkulde-i-varmerekordaret-2023
https://correctiv.org/faktencheck/2023/12/04/nein-das-zdf-hat-nicht-ueber-das-wetter-vor-dem-ski-weltcup-2023-in-soelden-gelogen/
https://www.factual.ro/dezinformari-retele-sociale/scam-escrocherie-deepfake-cu-imaginea-lui-george-simion/
https://facta.news/antibufale/2024/01/04/meloni-guadagna-app-elon-musk/
https://demagog.cz/diskuze/andrej-babis-vyuzit-v-deepfake-manipulaci
https://www.rtve.es/noticias/20231220/aumentan-estafas-suplantan-famosos-redes/2468277.shtml
https://www.tjekdet.dk/fup-og-spam/svindlere-misbruger-anders-lund-madsens-navn-i-omfattende-fupnummer
https://www.newtral.es/estafas-navidad-phishing/20231218/
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Al GENERATED DISINFORMATION

Aside from the already mentioned Al-generated disinformation content about
Macron announcing that Christmas will no longer be a public holiday, and about
viral scams on social media platforms, other significant cases of Al-generated
disinformation have been detected in December. Those include:

- In Ireland, an Al-generated image of a white homeless mother with children was
used to stir animosity against migrants in the context of the housing crisis in the
country;

- In the Czech Republic, an Al-generated recording (deepfake) of Volodymyr
Zelenskyy and his wife circulated in which the Ukrainian president complains
about Western politicians (including Joe Biden) and rejects anti-corruption

policies.

- In many EU countries (see slide n.6) Al-generated images of weapons under
the Shifa Hospital in Gaza circulated

As for the amount of detected Al-generated disinformation, the percentage is
still low (48 articles out of 1.407 total, 39%) and similar to the one recorded in
November (4%).


https://www.thejournal.ie/homeless-image-dublin-ai-generated-imagery-artificial-6248519-Dec2023/
https://www.thejournal.ie/homeless-image-dublin-ai-generated-imagery-artificial-6248519-Dec2023/
https://demagog.cz/diskuze/dumyslny-deepfake-telefonat-manzelu-zelenskych
https://demagog.cz/diskuze/dumyslny-deepfake-telefonat-manzelu-zelenskych

=DMO

European Digital Media Observatory

THE FOUR FALSE STORIES WITH THE WIDEST
CIRCULATION IN THE EU IN DECEMBER, BASED
ON THE FACT-CHECKERS' REPORTS, WERE:

B A picture allegedly of electric cars in Germany blocked by the cold

® The EU Commission prohibited the use of the term “Christmas”

A Al-generated images of weapons under the Shifa Hospital in Gaza

¢ Aclip of a plane in wintry weather captioned with claims that the aircraft was
bound for the Dubai conference on climate change but froze on the runway

- EU + Norway - No data
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https://rus.delfi.ee/statja/120255407/pravda-li-chto-na-foto-shosse-v-germanii-perekrytoe-iz-za-razryadivshihsya-v-moroz-elektromobiley
https://poligrafo.sapo.pt/fact-check/comissao-europeia-recomenda-aos-seus-funcionarios-que-desejem-boas-festas-em-vez-de-bom-natal
https://facta.news/antibufale/2023/12/06/tunnel-al-shifa-gaza-armi/
https://fakty.afp.com/doc.afp.com.347Q6NR
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THE MOST SIGNIFICANT VERIFIED DISINFORMATION
STORIES AT THE NATIONAL LEVEL:
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Documents prove that Alexander Soros 16 European countries have issued a
brokered a deal between Western statement against a Spanish law that will
companies and Kiev authorities to amnesty Catalan independentists who were

dispose toxic waste in Ukraine convicted after the secession attempt in
2017, and asked that European funds be

o taken away from Spain if it is approved

4

US and France requested Greece
to accommodate over 100,000
displaced Palestinian refugees

from Gaza

The Jewish celebration
of Hanukkah is a Satanic

holiday
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https://maldita.es/malditobulo/20231219/comunicado-paises-europeos-amnistia-cortar-fondos-Espana/
https://maldita.es/malditobulo/20231219/comunicado-paises-europeos-amnistia-cortar-fondos-Espana/
https://www.newtral.es/16-paises-europeos-amnistia-bulo/20231219/
https://proveri.afp.com/doc.afp.com.34862LV
https://demagog.org.pl/fake_news/chanuka-to-swieto-satanistow-antysemickie-tezy-polskiego-zyda/
https://demagog.org.pl/fake_news/chanuka-to-swieto-satanistow-antysemickie-tezy-polskiego-zyda/
https://www.ellinikahoaxes.gr/2023/12/14/ipa-kai-gallia-den-zitoun-apo-tin-ellada-na-dechthei-100-000-ektopismenous-palaistinious-prosfyges/
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METHODOLOGY

The information contained in this brief was collected via a
guestionnaire sent to the fact-checking organizations that are part
of the EDMOQO fact-checking network

Reference period: 1-31 December 2023. Number of respondents: 34.
Main editor of this brief: Tommaso Canetta and Enzo Panizio,
Pagella Politica/Facta.
For further information: t.canetta @pagellapolitica.it.

o EDMO has received funding
* »  from the European Union
T under Contract number: “LC-01935415”


https://edmo.eu/fact-checking-community/
mailto:t.canetta%40pagellapolitica.it?subject=

